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With the incessant renovation of Internet and the increased demand on multimedia 
data and individuation communication operation from both of customers and industries, 
IP-based telecommunication network has been widely accepted as an inevitable 
technical trend. However, although network merging based on IP can decrease the 
complexity of network architecture and the operation cost of service provider, it also 
inherits the inherent vulnerabilities that may lead more risk of security and management. 
Among these risks, lacking the trust mechanism of key infrastructures is one of the most 
important factors. Therefore, to make solid foundation for next generation 
telecommunication network, it is urgent to study on identity authentication and 
authorization management.   
Analyzed the security situations of telecommunication network, we found that the 
current authentication systems that be widely deployed have some cortical 
disadvantages, such as lacking global view, authorization management and effective 
monitoring, costing high maintenance overhead, and lacking flexibility. Focusing on the 
above issues, our woks are  summarized as follows： 
(1) To strengthen the security and efficiency for network device management, we 
propose a user-attribute based hierarchical framework for centralized authentication. As 
a critical role in this framework, Centralized Authentication Proxy Gateway (CAPG) 
takes charge for both of single sign-on and authorization management. In this way, it 
facilitates the user authentication process and intensifies accessing control. Secondly the 
proposed framework support attribute-based accessing control policy that is more 
flexible and efficient that traditional role-based policy. Thirdly, the hierarchical 
architecture is suitable for region-divided management, load balance and extensibility. 
(2) In terms of the security requirements of the attribute-based central 
authentication and the characteristics of cryptography technology, we propose a 
centralized authentication scheme using attribute-based group signature and 
identity-based signature, which can achieve the bidirectional attribute authentication 
between CAPGs and users by one-handshake communication. Security analysis proves 















no-repudiation, accountable, revocation and anonymity. 
(3) Combining with single sign-on system, we implement an elementary prototype 
of attribute-based centralized authentication.  
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也可以称之为“IP 电信化“趋势[5, 6]。新电信网必然是一个以 IP 技术为核心的多
业务智能网络，这是技术和产业发展的必然结果。 
大量的数据也印证了电信网络 IP 化的事实。从语音业务上来说，根据 IDC 统
计，全球 IP 电话业务收入综合年增长率以 108%速度增长，在可预见的未来电信
网络中，IP 电话可能将逐步取代传统电话， 终将完全 IP 化。从数据业务上来说，
中国移动在 近的报告中声称，2011 年移动数据业务今年增长 150%以上，数据与
信息业务已占总体收入比重达到 32.2%数据流量已被确定为中国移动新未来增长
点[4]，中国电信总工程师韦乐平表示：“中国电信 97％的业务流量已经 IP 化”，专




使新的电信网向 IP 电信网演进，电信业务 IP 化已经是无可争辩的事实。  
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